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. $\Sigma^{*}$ $\Sigma$ . , $q\geq$
$1,1\leq i_{1},i_{2},$
$\ldots,$
$i_{P},j_{1},j_{2},$ $\ldots,j_{q}\leq n$ , $X:_{1}X:_{2}\ldots x:_{\mathrm{p}}y:_{\mathrm{p}}\ldots y:_{1}=x_{j_{1}}x_{j_{2}}\ldots x_{j_{\mathrm{q}}}y_{j_{q}}\ldots y_{j_{1}}$
, $1\leq k\leq p$ , $p=q$ $i_{k}=$
$Z=((x_{1}, y_{1}),$ $(x_{2},y_{2}),$
$\ldots,$






. ([2] 8 )
, .
2
$\Sigma$ ( ) . $\Sigma$ $\Sigma$
. $\Sigma^{*}$ $w=a_{1}\ldots a_{n}(n\geq 0,a_{i}\in\Sigma)$ ( $\Sigma$ ) . $0$
$\lambda$ . $\Sigma^{+}$ ( $\Sigma$ ) . $x,$ $y,$ $z\in\Sigma$ $x$
xy , z yz , y xyz . \mbox{\boldmath $\phi$} .
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, (1 ) . , ( ) $\{x_{1}, \ldots, x_{n}\}$
. , .
21
seq $(\Sigma^{\mathrm{s}})$ $\Sigma$ ( ) $X=(x_{1}, \ldots,x_{n})\in$
$seq(\Sigma^{n})$ , $\mathrm{n}\geq 1$ $1\leq i\leq n$ $x_{j}\in\Sigma^{\mathrm{s}}$ . $n$ $X$ $|X|$
.
22
( ) , X=(xl, ...,x\sim \in seq(\Sigma *) . $q\geq 1$
$i_{1},$ $\ldots,i_{\mathrm{p}},j_{1},$ $\ldots,j_{q}(1\leq i_{k},j\iota\leq n)$ , $x_{i_{1}}\ldots x_{1_{p}}=x_{j_{1}}\ldots x_{j_{q}}$ , $p=q$
$1\leq k\leq p$ $i_{k}=$ . $X$: (X ) .
.
21
, $X=(x_{1}, \ldots, x_{n})\in seq(\Sigma^{*})$ , $X$
.
23
seq $(\Sigma \mathrm{x}\Sigma^{*})$ $\Sigma$ ( ) .
$Z=((x_{1},y_{1}),$
$\ldots,$
$(x_{n},y_{n}))\in seq(\Sigma^{\mathrm{r}}\mathrm{x}\Sigma^{*})$ , $n\geq 1$ $1\leq i\leq n$




$(x_{n}, y_{n}))\in seq(\Sigma^{*}\mathrm{x}\Sigma^{*})$ , $Z^{(+)}$
{ $x_{i_{1}}\ldots X:_{\mathrm{p}}y|_{\mathrm{p}}\cdots y_{i_{1}}|\forall k,$ $1\leq k\leq p,p\geq 1$ $1\leq i_{k}\leq n$ } .
, .
21
$Z\in seq(\Sigma \mathrm{x}\Sigma)$ , $Z^{(+)}$ .
21
$\Sigma=\{a, b, c\},$ $Z_{1}=((ab, a),$ $(c, a),$ $(a, a),$ $(bc, a))$ $Z_{2}=((a, a)$ , (ab, $a$), $(abc, a))$ .









, Po\S t .
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3
2 . p modulop
. $n$ , $Z_{n},$ $Z_{n}^{*}$
.
$Z_{n}=\{0,1,2, \ldots, n-1\}$
$Z_{n}^{*}=$ { $n$ , $n$ }
p>3 . $\mathbb{Z}_{\mathrm{p}}\text{ },(\text{ })\text{ }$
. , Zp .
31
p>3 . Zp y2=x3+ax+b
$y^{2}\equiv x^{3}+ax+b$ (mod $p$) (3.1)
$(x,y)\in \mathbb{Z}_{\mathrm{p}}\mathrm{x}\mathbb{Z}_{\mathrm{P}}$ . , $a,$ $b\in \mathrm{Z}_{\mathrm{P}}$ $4a^{3}+27b^{2}\not\equiv 0$ (mod $p$)
, , O . E .
$E$ ( , $\mathrm{Z}_{\mathrm{P}}$ ) :
$P=(x_{1},y_{1})$
$Q=(x_{2},y_{2})$
$E$ . $x_{2}=x_{1}$ $y_{2}=-y_{1}$ , $P+Q=O$ ;










. , , , $(E,$ $+)$
.
EIGamal , .
EIGamal- , ECIES(Elliptic Curve Integrated $Encrypti\sigma n$ Scheme)
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. ECIES , .
. , ECIES EIGamal
.
. E
( ) $(x,y)$ , , $y^{2}\equiv x^{3}+ax+b(\mathrm{m}\mathrm{o}\mathrm{d} p)$ . $x$ , $y$
2 ($x^{3}+ax+b\equiv 0(\mathrm{m}\mathrm{o}\mathrm{d} p)$ ). 2 $y$ $P$
. p , y 2 – ,
. $x$ $y$ mod 2 , $E$ – $P=(x,y)$ .
POINTCOMPRESS: $E\backslash \{O\}arrow \mathrm{Z}_{\mathrm{p}}\mathrm{x}\mathrm{Z}_{2}$
:
POINTCOMPRESS$(P)=$ ($x,y$ mod 2)
, $P=(x,y)\in E$ . , $x$ 2 . ,




$E$ $\mathrm{Z}_{p}$ ($p>3$ ) , $E$
$(1 \leq k\leq n-1)$ $n$ $H=<P>$ . , $P\in E$
, $<P>=\{O,P, 2P, \ldots, (n-1)P\}$ . , $\beta\in<P>-\{O\}$ ,
$\beta=hP$ , $h$ .
$\mathcal{P}=\mathrm{Z}_{p}^{l}$ $C=$ ($\mathrm{Z}_{\mathrm{p}}\mathrm{x}$ Z2) $\mathrm{x}\mathbb{Z}_{p}^{l}$ ,
$\mathcal{K}=\{(E, P,m,Q,n) : Q=mP\}$
.
$P,$ $Q$ $n$ , $m\in \mathrm{Z}_{n}^{l}$ .
$K=(E, P, m, Q,n)$ ( ) $k\in \mathbb{Z}_{n}^{*}$ $x\in \mathrm{Z}_{\mathrm{p}}$ , $e_{K}$
,
$e_{K}(x, k)=$ ($POINTCOMPRESS(kP),$ $xx_{0}$ mod $\mathrm{p}$) $(=(y_{1},y_{2}))$
. , $kQ=(x_{0},y\mathrm{o})$ $x\mathit{0}\neq 0$ .
$y=(y_{1}, y_{2})$ ( $=e_{K}$ ($x$ , k))( , $y_{1}\in \mathrm{Z}_{\mathrm{P}}\mathrm{x}\mathrm{Z}_{2}$ $y_{2}\in \mathrm{Z}_{p}^{\backslash }$) , $d_{K}$ ,
$d_{K}(y)=y_{2}(x_{0})^{-1}$ mod $p$
. , $(x\mathit{0},yo)=mPOINTDECOMPRESS(y_{1})$ , $dK(\text{ }=X$ .
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4
, 1 . ( [2] , 8
).
1 , 4 , 1, 2
$l_{1}$ , $l_{2}$ , 3 \mbox{\boldmath $\gamma$}( , $\gamma$ 411
2 ) $l_{3}$ , 4
. , 4 .
, , $l_{1}$ , $l_{2}$ $\gamma$ ,
.
1 .
(1) $x(\geq \mathit{2})$ , $A_{1},$ $\ldots,$ $A_{\mathrm{r}}$ .
(2) $1\leq i\leq x$ , $A_{:}$ ECIES 4
$(p_{1j,:j,j,:j}EP_{1}m, Q_{1j},n_{1j},e_{1j}, d_{*\mathrm{j}}.)(j=1,2,3,4)$ . , $1\leq i<j\leq x$ , $A_{:}$
$A_{\text{ } }$ .
(3) , $1\leq i\leq x$ , $A_{:}$ $(P_{1j}, n_{1j}, Q:j)(j=1,2,3,4)$ .
(4) $M$ $A_{:}$ , 1 $C$ .
(5) $A_{:}$ , $C$ 1 $M$ .
, 1 .
4.0.1 1
ECIES 4 [$p_{1},$ $E:,$ $P_{1},m_{1},$ $Q_{i},n:,e:,d:)(i=1,\mathit{2},3,4)$ .
$\Sigma=\{0,1\}$ $U=(u_{1}, \ldots,u_{m})$ \dagger ,
. , $\mathrm{u}_{*}$. $\in\Sigma^{+},$ $|u:|=\lceil\log_{2}p_{4}.\rceil(1\leq i\leq m)$ .
(1) $1 \leq l_{1}\leq\min\{\mathrm{P}\mathrm{o}\mathrm{g}_{2}p_{1}]-1, \lceil\log_{2}n\rceil-1, \lceil\log_{2}p_{8}\rceil-1, \lceil\log_{2}p_{4}\rceil-1\}$ $l_{1}$
.
(2) $k_{1}\in \mathrm{Z}_{n_{1}}^{*}$ . el , $e_{1}(l_{1}, k_{1})=(l_{11},l_{12})$ .
, $l_{11}$ $l_{12}$ 2 , $|l_{12}|=\lceil\log_{2}p_{1}\rceil$ . $l_{11}$ POINTCOMPRESS
, POINTCOMPRESS$(k_{1}P_{1})=$ ($x’,y$ mod 2) , $l_{11}=x’a$
($a=y$ mod 2\in {0,1}) , , $|1_{11}|=\lceil\log_{2}p_{1}\rceil+1\text{ }$ , $1_{11}=x_{011}y_{011}$ ,
112=x0l2y0l2 , xO1\sim $=hp(l_{11}),$ $x_{012}=hp(l_{12}),$ $y_{011}=h\epsilon(l_{11}),$ $y_{\mathit{0}12}=hs(l_{12})$
.
(3) $1 \leq l_{2}\leq\min\{\lceil\log_{2}p_{1}\rceil-1, \lceil\log_{2}p_{2}\rceil-1, \lceil\log_{2}p_{8}\rceil-1, \lceil\log_{2}p_{4}\rceil-1\}$ $l_{2}$
.
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(4) $k_{2}\in \mathbb{Z}_{\mathfrak{n}_{2}}^{l}$ . $e_{2}$ , $e_{2}(l_{2}, k_{2})=(l_{21}, l_{22})$ . ,
$l_{21}$ $l_{22}$ 2 , $|l_{22}|=\lceil\log_{2}p_{2}\rceil$ . $l_{21}$ POINTCOMPRESS
, POINTCOMPRESS$(k_{2}P_{2})=$ ($x’,$ $y$ mod 2) , $l_{21}=x’a(a=y$ mod 2
$\in\{0,1\})\text{ },$ $\text{ },$ $|l_{21}|=\lceil\log_{2}p_{2}\rceil+1\text{ }$ , $121=x_{021}y_{021},$ $l_{22}=x_{022}y_{022}$
. , $|x_{021}|=|x_{022}|=l_{1},$ $|y_{021}|=\lceil\log_{2}p_{2}\rceil+1-l_{1}$ $|y_{022}|=\lceil\log_{2}p_{2}\rceil-l_{1}$
.
(5) $u_{i_{1}}u\text{ }\cdots u_{*c}.(t\geq 1,1\leq i_{j}\leq m)$ .
(6) $t$ 2 $\gamma=a_{1}\cdots a_{t}$ . , $a:\in\{0,1\}(1\leq i\leq t)$
.
(7) , $\gamma$ $\log_{2}p_{3}$ ] . , $\gamma=b_{1}b_{2}\cdots b.(1\leq s<t)$
. , $1\leq i\leq s$ , $b_{i}\in\{0,1\}^{+},$ $|b:|=\mathrm{O}\mathrm{o}\mathrm{g}_{2}p\mathrm{s}\rceil$ , , (6)’$\text{ }\gamma$
$0$ $|\gamma|=s\mathrm{x}\lceil\log_{2}p_{\mathit{3}}\rceil$ $\gamma$ . $0\leq b_{i}<p_{\mathit{3}}(1\leq i\leq s)$ .
(8) $k_{3}\in l_{n}$, . $1\leq i\leq s$ , $e_{\mathit{3}}$ , $e\epsilon(b:, k_{\mathit{3}})=$
$(z_{01}, l_{3i2})$ . , $z_{01}$ $\iota_{\mathrm{s}:2}$ 2 , $|l_{\mathit{3}:2}|=\lceil\log_{2}p_{3}\rceil$ . $z_{01}$
POINTCOMPRESS , POINTCOMPRESS $(k_{3}P_{3})=(x’,$ $y$ mod
2) , $z_{\mathit{0}1}=x’a$ ($a=y$ mod $2\in\{0,1\}$) , , $|z_{01}|=\lceil\log_{2}p_{3}\rceil+1$
, $z_{\mathit{0}1}=x_{031}y_{0\mathit{3}1},$ $l_{3:2}=x_{0312}y_{03:2}$ , $|x_{0\mathit{3}1}|=|x_{0\mathit{3}i2}|=l_{2}$ ,
$|y_{\mathit{0}31}|= \prod \mathrm{o}\mathrm{g}_{2}p_{\mathit{3}}\rceil+1-l_{2}$ $|y_{\mathit{0}3:2}|=\lceil\log_{2}p_{3}\rceil-l_{2}$ .
(9) $k_{4}\in \mathbb{Z}_{n_{4}}^{l}$ . $1\leq i\leq m$ , $e_{4}$ , $e_{4}(u_{i}, k_{4})=$
$(z_{0}, z:)$ , $Z$: $\lceil\log_{2}p_{4}\rceil$ 2 . POINTCOM-
PRESS , POINTCOMPRESS $(k_{4}P_{4})=$ ($x’,y$ mod 2) ,
$z_{0}=x’a$ ($a=y$ mod $2\in\{0,1\}$) , , $|z_{0}|=\lceil\log_{2}p_{4}\rceil+1$ .
(10) $Z$ ( $U,$ $l_{1}$ ,Z2, $\gamma$)
$Z(U, l_{1},l_{2},\gamma)$ $=$ $((x_{011},y_{011}),$ $(x_{012},y_{012}),$ $(x_{021},y_{021}),$ $(x_{022},y_{022})$ ,
$(x_{0\mathit{3}1}, y_{031}),$ $(x_{0\mathit{3}12},y_{0312}),$ $(x_{0\mathit{3}22},y_{0\mathit{3}22}),$ $\cdots$ ,
$(x_{0\mathit{3}\cdot 2},y_{03\cdot 2}),$ $(x_{0},y_{0}),$ $(x_{1}, y_{1}),$ $(x_{2},y_{2}),$ $\cdots,$ $(x_{m},y_{m}))$
, $z_{0}=x_{0}y_{0},$ $|x_{0}|=l_{1},$ $|y_{0}|=\lceil\log_{2}p_{4}\rceil+1-l_{1)}$
, $1\leq i\leq m$ , $z_{1}=X:y_{1}.’|x:|=l_{2},$ $|y:|=\lceil\log_{2}p_{4}\rceil-l_{2}$ .
(11) $u_{i_{1}}\mathrm{u}:_{2}\cdots u_{1_{\iota}}$ 2
$x_{011}x_{012}x_{021}x_{022}x_{0\mathit{3}1}x_{0312}x_{0322}\cdots x_{0\mathit{3}\cdot 2}x_{0}X(z_{*_{1}}.)X(z:_{2})\cdots X(_{Z:_{\iota}})$
$\mathrm{Y}(z:_{2})\mathrm{Y}(z:_{\iota-1})\cdots \mathrm{Y}(z:_{1})y_{0}y_{03e2}\cdots y_{0\mathit{3}22}y_{0\mathit{3}12}y_{031}y_{022}y_{021}y_{012}y_{011}$









$d_{1}$ , $d_{1}(x_{011}y_{011},x_{012}y_{012})=l_{1}$ .
(2) $l_{1}$ $z_{0}=x_{0}yo$ .
(3) $x_{\mathit{0}21}y_{\mathit{0}21},x_{022}y_{022}$ $l_{1}$ ,
$d_{2}$ , $d_{2}(x_{021}y_{\mathit{0}21},x_{022}y_{022})=l_{2}$ .
(4) $l_{2}$ $X(z:_{j})\mathrm{Y}(z_{1j})(1\leq j\leq t)$ .
(5) $d_{3}$ , $l_{2}$ $((x_{0\mathit{3}1},y_{\mathit{0}31}),$ $(x_{\mathit{0}312},y_{0\mathit{3}12}),$ $(x_{\mathit{0}\mathit{3}22},y_{\mathit{0}\mathit{3}22}),$ $\cdots,$ ($xos\cdot 2$ ,yoa.2) $)$ , $\gamma=$
$a_{1}\cdots$ at .
(6) $d_{4}$ , $X(z_{1\mathrm{j}})\mathrm{Y}(z_{1j})$ $a_{\mathrm{j}}$ , $d_{4}$ ($4$ , z”)=u .
$u_{*_{1}}u_{1_{2}}\cdots u$: .
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